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2. INTRODUCTION

This document provides information on how to install anissued/approved cettificate from Alberta

Education.

3. INSTALLING AN ISSUED CERTIFICATE

Note: This process is only applicable for certificates which have been issued/ approved by Alberta Education.

Once the certificate request is approved it will be sent via email to the account provided during the
request. The following steps can be used in order to complete the process. The first step is to install
the Certificate Authority Certificates and then complete the installation of the certificate sent to you.

Note: Windows Server 2016 — If you are installing certificates on Windows Server 2016 or higher
you may need to install the Alberta Education root and Issuing authority certificates in the Machine
certificate store instead of the current user’s store (which is default when doubling clicking a
certificate to install). To access the machine certificate store use MMC.exe and add the “Computer
Accounts” certificate snap-in..

After downloading the certificates from the web site highlighted in step 1 below you may right click
the “Trusted Root Certificate Authorities” and select “All Tasks | Import” to import the root
authority certificate. Then perform the same actions but on the “Intermediate Certificate
Authorities” folder importing the Alberta Education Issuing Authority Certificate. Once this is

complete you may skip to the section to import the certificate you received via email.
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1) Using a web browser go to:
https: //extranet.education.alberta.ca/Ae.CertificateRequest/Home /DownloadAuthorityCer

ts/.

Cottlcote Hughaintien e OBOTINE TN

Download Certificate Authority Certificates

It you ame megaesting a canificate to be svd by Abenta Ececution you will need to dowrioad and install the following Canmicate Adnofty canificates For metructions on how 1

install these cortificutes 309 the halp documuniation

Alberta Education Root Alberta Education Issuing

Authority Certificate Authority Certificate
Download and install the Alberta Education Root Download and install the Alberta Education Issuing
Authority Cartificate in your Trusted Root Canification Authoelty Cortificata In your Intermediate Cartification
Authorities Authorities

Download Download

2) Click on the link "Alberta Education Root Authority Certificate"
3) Click open

File Download - Security Warning &

Do you want to open or save this file?

Name: Alberta Education Root Authority.cer
= a Type: Security Certificate, 951 bytes
From: education.alberta.ca

[ ocen |[ save | Cancel |

| 2. While files from the Intemet can be useful, this file type can
\«a) potentially ham your computer. if you do not trust the source, do not
b open or save this software. What s the risk?
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4) Click Install Certificate
mﬁ—ﬁk—-mﬂ

o | de—
N —— L

General | Details | Certification Path

- Certificate Information

This certificate is intended for the following purpose(s):

» All issuance policies
» All application policies

Issued to: Alberta Education Root Authority

Issued by: Alberta Education Root Authority

valid from 3/12/2009 to 3/12/2029

Install Certificate... | | Issuer State

Learn more about £

5) Click Next

Certificate Import Wizand ‘H

Welcome to the Certificate Import ’
Wizard

This wazard helos you copy certificates, certificate rust
ksts, and certificate rervocation Ests from your disk to & }

¢ f—vgl corticate stoce.

A certificate, which = maued by o certification suthorty, =
a confirmasion of your idensity and corains nformation
used %o profect data or to establsh seoure network
wmectons. A certficate store = the system area where
certficates are kept,

To contirue, chok Next.
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6) Click "Place all certificates in the following store" and Browse

r 2
Certificate Import Wizard ﬂ

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

(7) Automatically select the certificate store based on the type of certificate

© Place all certificates in the following store:

Certificate store:

Learn more about certificate stores

<Back || Next> | [ cancel

7) Click "Trusted Root Cettification Authotities" and Click Ok

. a
Select Certificate Store @

Select the certificate store you want to use.

| Personal PR
E
| Enterprise Trust =
| Intermediate Certification Authorities

| Active Directory User Object
| Tructad Puhlichare
T il

[ | show physical stores

| ok || cancel

9) Click Next
10) Click Finish
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Certificate Import Wizard S
Completing the Certificate Import
Wizard
-~ ﬁJ The certificzt= val be mpori=d after you dick Fnsh.
g
v
‘y fou have specifed the folowng sstangs:
Trusted Root Certifce
Content Certfcats
<tak || Fosh | | conced |

11) Back on the web page Click on the link "Alberta Education Issuing Authority Certificate"

12) Click open

File Download - Security Warning @

Do you want to open or save this file?

Name: Alberta Education Issuing Authority.cer
= % Type: Security Certificate, 1.21KB
From: education.alberta.ca

[ Open ][ Save ]|§ Cancel |

| = While files from the Intemet can be useful, this file type can
" potentially harm your computer. if you do not trust the source, do not
ot Ity b if you d hi d
= open or save this software. What's the risk?
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13) Click Install Certificate
Certifi — oo

cate
N —— W

General [Details l Certification Path |

L a Certificate Information

This certificate is intended for the following purpose(s):
* All application policies

Issued to: Alberta Education Issuing Authority

Issued by: Alberta Education Root Authority

valid from 3/16/2009 to 3/16/2010

Install Certificate...| | Is

Learn more about

14) Click Next

-
Certificate Import Wizard

Welcome to the Certificate Import
Wizard
This wizard helps you copy certificates, certificate trust

lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dlick Next.

<gack |f Next> 1 [ Cancel
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15) Click "Place all cettificatesin the following store" and Click Browse...

Certificate Import Wizard @

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(") Automatically select the certificate store based on the type of certificate

@) Place all certificates in the following store:

Certificate store:

Browse...

Learn more about certificate stores

[ <Back | mext> | [ cancel |

17) Click "Intermediate Certification Authorities" and Click Ok

- T
Select Certificate Store ﬁ

Select the certificate store you want to use.

-{_| Personal -
i-{__| Trusted Root Certification Authorities E
| Enterprise Trust ==

| Active Directory User Object
il 1 Tructed Piblichere
< | 1 | »

[ "] show physical stores

o [ concel |

18) Click Next
19) Click Finish
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The next step is to install the certificate received via email.

‘Certreq.exe Installation Steps

If you used the Certreq.exe application to generate your request you will use Certreq.exe to complete

the process with the following steps:

1. Using the computer you requested the certificate from save the attachment to
C:\Certificate.txt

Click Start | Run
Type cmd <Enter>

At the command line window Type CD \ <Enter>

A

Type Certreq -Accept Certificate.txt <Enter>

Note: This step must be done on the same computer and user account that created the certificate
request. Using another computer or user account will result in an error. Trying to perform these steps
more than once will also produce an error.

' OpenSSL Installation Steps

If you used the OpenSSL application to generate your request you will use openssl.exe to complete

the process with the following steps (these steps assume that openssl is set up on your system path):

1. Using the computer you requested the certificate from save the attachment to
C:\Certificate.txt

Click Start | Run
Type cmd <Enter>

At the command line window Type CD \ <Enter>

AR

Type the following (once prompted set a password for the certificate file):
openssl pkcs12 -export -out certificate.pfx -inkey server2048.key -in Certificate. txt
The above statement will create a pfx file called “certificate.pfx” for the certificate

The parameter —inkey should be set to the full path where you saved the file server2048.key when

creating the request.

Certificate.txt is the file sent from Alberta Education in the email.

mb‘m' Last modified: 2021/Sep/10 10:18 AM
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6. Once you have the pfx file you may double click this file and import into the Windows
Certificate store if thatis the final destination for the certificate (the reference clients
provided by PASI assume the certificate has been loaded into the Windows certificate store).

Certificate.txt — The certificate returned in the Certificate.txt file is a Base64 Encoded X509 Certificate.
This is described on the Microsoft website as follows.

Base64 Encoded X.509 '

This is an encoding method developed for use with Secure/ Multipurpose Internet Mail Extensions (S /MIME)
which is a popular, standard method for transferring binary attachments over the Internet. Base64 encodes files
into ASCII text format, making corruption less likely as the files are sent through Internet gateways, while
S/MIME provides some cryptographic security services for electronic messaging applications, including non -
repudiation of origin using digital signatures, privacy and data security using encryption, anthentication, and
message integrity.

The MIME (Multipurpose Internet Mail Extensions) specification (REC 1341 and successors) defines a
mechanism for encoding arbitrary binary information for transmission by electronic mail.

Becanse all MIME-compliant clients can decode BaseG4 files, this format might be used by certification
authorities that are not on Windows 2000 servers, so it is supported for interoperability. Base64 certificate files
use the .cer extension.

For more information, see "REC 2633 S/ MIME Version 3 Message Specification, 1999," at the Internet
Engineering Task Force (IETE) Web site and " A Layman's Guide to a Subset of ASN.1, BER and DER,"
an RSA I aboratories technical note.

4. CONTACT INFORMATION

If you have any problems installing the certificate please email srbusinesssupport@gov.ab.ca

Uhttp:/ /www.micosoft.com/resources/docamentation/windows/xp/all/proddocs/en-
us/sag_amimpottexport.mspx?mfr=true
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